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Agenda

1. Definitions 
2. The State of APIs
3. Engineering Security in APIs
4. Q&A
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Modern API Security

Definitions



Modern API Security
© 2024 Carnegie Mellon University 9[DISTRIBUTION STATEMENT A] This material has been approved for public release and 

unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.

Application Programming 
Interfaces
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“A set of functionalities independent of their 
implementation, allowing the implementation 
to vary without compromising the users of the 

component.”  -Joshua Bloch
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Security  / Cybersecurity
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Engineering Cybersecurity
must be:

1. Empirical (i.e., data-driven)
2. Cost-effective
3. Maintain CIA qualities
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Modern API Security

The State of Modern APIs

1. Ubiquitous
2. Expose system functionality to clients
3. Require evolvable interfaces

All these are avenues for attackers to exploit!
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Internet traffic is overwhelmingly API-based
Its share is also increasing relative to other types of requests

Source: Cloudflare 2022

https://blog.cloudflare.com/landscape-of-api-traffic/
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Internet traffic is overwhelmingly API-based
Its share is also increasing relative to other types of requests

Source: Cloudflare 2022

ML analysis showed 30.7% more API 
endpoints through machine learning-
based discovery, compared to what 

organizations self-reported
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API usage is growing in heavily regulated industries
Banking, Financial Services and Telecommunications are seeing a rise in 
API usage

Source: Cloudflare 2022

https://blog.cloudflare.com/landscape-of-api-traffic/
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The U.S. Gov’t’s API use is increasing
Metrics collected from data.gov shows a linear increase in API use in 
recent years.

Source: data.gov 2024

https://data.gov/
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Over half of API requests are write requests
Most internet APIs are making their system operations available to end 
users, increasing system attack surface

Source: Cloudflare 2022

https://blog.cloudflare.com/landscape-of-api-traffic/
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Source: CNN 2024

https://www.cnn.com/2024/01/13/business/uk-post-office-fujitsu-horizon-scandal/index.html
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Source: CNN 2024

“Each time the user pressed ‘enter’ 
on the frozen screen, it would 

silently update the record”

https://www.cnn.com/2024/01/13/business/uk-post-office-fujitsu-horizon-scandal/index.html
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• 92% of organizations experienced an API-related 
security incident in 2022

• 57% of these experienced multiple API-related 
security incidents

• 63% of incidents involved a data breach or data loss

APIs create risk
By exposing fragile system functionality to unknown clients

Source: Palo Alto Networks 2023
Akamai 2023

https://www.paloaltonetworks.com/resources/research/api-security-statistics-report
https://nonamesecurity.com/resources/api-security-trends-report/?wpxh=1c626db97b&submissionGuid=19e93a02-d3fa-45d5-a326-739abd37936c
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The rate of change in software is faster than ever
APIs evolve at the rate of change they’re expected to accommodate

Source: Bernhardsson 2016

https://erikbern.com/2016/12/05/the-half-life-of-code.html
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We as software designers need to provide assurance that: 

APIs work as expected for its users. 
Are trustworthy instead of vulnerable. 

Are an asset instead of a liability. 
Create value instead of harm.



Modern API Security
© 2024 Carnegie Mellon University 26[DISTRIBUTION STATEMENT A] This material has been approved for public release and 

unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.
[DISTRIBUTION STATEMENT A] This material has been approved for public release and 
unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.

Modern API Security

Engineering Security in APIs



Modern API Security
© 2024 Carnegie Mellon University 27[DISTRIBUTION STATEMENT A] This material has been approved for public release and 

unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.

DevSecOps
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Development
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Static code analyzer
Runtime scanner
Configuration scanner
IaC scanner
Secrets scanner
Database scanner
Port scanner
Cloud vulnerability scanner
Network scanner

DAST scanner
Open-Source scanner
Container scanner
License scanner
Code Quality scanner

Scanning for vulnerabilities on each change
Scanners enable automation of vulnerability detection
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…at source code level

• Code changes
• Manifests
• Configurations
• Images
• Documentation
• OS
• Libraries (lockfiles)

…at version control level

• Version interface separately from the 
system it supports.

• Various strategies to allow for clients to 
use different API versions including:
 Endpoint
 Feature flags
 Using data structures that allow for 

different compatibility

Versioning
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Q: How do you design an API for all the world’s payments?
You start with a small, focused approach, then iterate on it. 
Sometimes add extensions.
Occasionally, do a complete rewrite (with backward compatibility)

Case study: 
How do you design an API for all the world’s payment methods?
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Testing
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Deterministic
- Unit
- Integration
- E2E
- Accessibility

Non-Deterministic
- Fuzzers
- Chaos testing
- QA team
- Manual
- Red-team testing

Testing Strategies for API Inputs
Testing for resilience of API inputs can be broken down as…



Modern API Security
© 2024 Carnegie Mellon University 34[DISTRIBUTION STATEMENT A] This material has been approved for public release and 

unlimited distribution.  Please see Copyright notice for non-US Government use and distribution.

Canary deployments
• Allows for feature testing
• Limits blast radius

Rollbacks
• Enables rapid failure recovery
• Incentivizes small, atomic commits in development.

Monitoring & Logging
• Find problems before they appear

Deployment/Operations
How do you engineer secure API deployments?
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Security - Channel

a network, wire, pipe, etc.
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• In Zero Trust (ZT), there’s no distinction between internal vs external 
network security

• Perform Schema Validation of requests

• Use TLS, IPSec or similar protocols that provide confidentiality, integrity, 
authentication –even inside a “safe” network!

API Channel Security
Defense-in-Depth through Zero-Trust Architecture
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Security - Interface

the set of functionalities exposed to clients
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• Runtime: 
 API Gateways are frequently used to aggregate multiple functionality
 Use Stress Testing to test assure rate-limiting mechanism

• Config Management:
 Find vulnerable configurations in authentication & middleware
 Configuration of policy engine that allows access to resources

API Interface Security
“Be liberal with your inputs, restrictive with your outputs.”
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Security - Systems

a system that performs a task and delegates the output to an interface
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API System Security
Securing the systems that enable APIs
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Use memory safe languages
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Modern API Security

Q&A
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